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WHAT IS AN SBOM?





WHY SBOM?



Most software is composed of 85-90% open source components

API
Libraries

Base
OS

Your Code

OPEN SOURCE & COMPLIANCE  



Every time you pip install, go get, or mvn fetch 
something, you’re doing the equivalent of plugging a 
thumb drive you found on the sidewalk into your 
production server.
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HOW DO ATTACKS OCCUR?



Vulnerabilities in third-party software 
cost companies - $4.55 million in 2022

(compared to $4.33 million in 2021)



Almost 21,000 CVEs were 
registered in 2022



of all attacks exploited supplier trust and attacks 
have increased 6.5x from 2015 to 202162% 

of all software 
developed and 99% of enterprise software has 

open-source components85% 

YoY in 
20224XAttacks are estimated 

to grow by

more expensive than 
1st and 2nd party10XSupplier 

breaches are



SOFTWARE SUPPLY CHAIN ATTACKS

The definition we all know:

A technique in which an adversary slips malicious code or even a 
malicious component into a trusted piece of software or hardware.

Target 
(2013)

Stuxnet
 (2012)

ATM malware 
(2014)

NotPetya 
(2017)

British Airways
 (2018)

SolarWinds 
(2020)



"Eighteen thousand [customers] was our best 
estimate of who may have downloaded the code 

between March and June of 2020." 

Sudhakar Ramakrishna, SolarWinds President & CEO



MAY 12TH, 2021



The United States Government 
equates cybersecurity with 
national security.



Sec. 4.  Enhancing Software 
Supply Chain Security 

 

(vii)   providing a purchaser 
a Software Bill of Materials 
(SBOM) for each product 
directly or by publishing it 
on a public website;





 

PASSED BY CONGRESS IN OCT 2021



Started discussion in 2018

The Software Transparency Project

For Medical Device Manufacturers

A common method for safety guidelines
with developing software

Inform Purchasers of devices of the software 

THE NATIONAL TELECOMMUNICATIONS AND 
INFORMATION ADMINISTRATION 



ACCORDING TO THE NATIONAL TELECOMMUNICATIONS 
AND INFORMATION ADMINISTRATION (NTIA)



INGREDIENTS 



▪ 2 cups all-purpose flour
▪ 1 1/2 teaspoons baking soda
▪ 2 cups sugar
▪ 3/4 cup unsweetened cocoa powder
▪ 1 teaspoon salt
▪ 1 cup milk or buttermilk, almond, or 

coconut milk
▪ 1/2 cup melted coconut oil
▪ 2 large eggs
▪ 2 teaspoons vanilla extract
▪ 1 cup boiling water



LET’S TALK ABOUT CAKE INSTEAD...



It might be part of a larger cake or just a cake 

We know someone made 

We know they mixed it somehow 

It was baked in an oven 

It will probably be decorated or maybe not 

It might be tasty.. 

But we should probably taste it 

We know they used ingredients

LET’S LOOK AT OUR LOVELY CAKE AGAIN.. 



▪ 2 cups all-purpose flour
▪ 1 1/2 teaspoons baking soda
▪ 2 cups sugar
▪ 3/4 cup unsweetened cocoa powder
▪ 1 teaspoon salt
▪ 1 cup milk or buttermilk, almond, or coconut milk
▪ 1/2 cup melted coconut oil
▪ 2 large eggs
▪ 2 teaspoons vanilla extract
▪ 1 cup boiling water

1. Preheat the oven to 350 degrees F. Coat two 9-inch-round cake pans with cooking spray and line the bottoms with 
parchment paper.

2. Whisk the cocoa powder and 1 1/2 cups boiling water in a medium bowl until smooth; set aside. Whisk the flour, sugar, 
baking powder, baking soda and salt in a large bowl until combined. Add the eggs, vegetable oil, sour cream and vanilla 
and beat with a mixer on medium speed until smooth, about 1 minute. Reduce the mixer speed to low; beat in the cocoa 
mixture in a steady stream until just combined, then finish mixing with a rubber spatula. (The batter will be thin.)

3. Divide the batter between the prepared pans and tap the pans against the counter to help the batter settle. Bake until a 
toothpick inserted into the middle comes out clean, 30 to 40 minutes.

LET’S LOOK AT THE INGREDIENTS.. AND MORE 



WHAT IF AN INGREDIENT CHANGED?

▪ 2 cups all-purpose flour
▪ 1 1/2 teaspoons baking soda
▪ 2 cups sugar
▪ 3/4 cup unsweetened cocoa powder
▪ 1 teaspoon salt
▪ 1 cup milk or buttermilk, almond, or coconut milk
▪ 1/2 cup melted coconut oil
▪ 2 large eggs
▪ 2 teaspoons vanilla extract
▪ 1 cup boiling water

1. Preheat the oven to 350 degrees F. Coat two 9-inch-round cake pans with cooking spray and line the bottoms with 
parchment paper.

2. Whisk the cocoa powder and 1 1/2 cups boiling water in a medium bowl until smooth; set aside. Whisk the flour, sugar, 
baking powder, baking soda and salt in a large bowl until combined. Add the eggs, vegetable oil, sour cream and vanilla 
and beat with a mixer on medium speed until smooth, about 1 minute. Reduce the mixer speed to low; beat in the cocoa 
mixture in a steady stream until just combined, then finish mixing with a rubber spatula. (The batter will be thin.)

3. Divide the batter between the prepared pans and tap the pans against the counter to help the batter settle. Bake until a 
toothpick inserted into the middle comes out clean, 30 to 40 minutes.



BAKING POWDER VS BAKING SODA

▪ 2 cups all-purpose flour
▪ 1 1/2 teaspoons baking soda
▪ 2 cups sugar
▪ 3/4 cup unsweetened cocoa powder
▪ 1 teaspoon salt
▪ 1 cup milk or buttermilk, almond, or coconut milk
▪ 1/2 cup melted coconut oil
▪ 2 large eggs
▪ 2 teaspoons vanilla extract
▪ 1 cup boiling water

1. Preheat the oven to 350 degrees F. Coat two 9-inch-round cake pans with cooking spray and line the bottoms with 
parchment paper.

2. Whisk the cocoa powder and 1 1/2 cups boiling water in a medium bowl until smooth; set aside. Whisk the flour, sugar, 
baking powder, baking soda and salt in a large bowl until combined. Add the eggs, vegetable oil, sour cream and vanilla 
and beat with a mixer on medium speed until smooth, about 1 minute. Reduce the mixer speed to low; beat in the cocoa 
mixture in a steady stream until just combined, then finish mixing with a rubber spatula. (The batter will be thin.)

3. Divide the batter between the prepared pans and tap the pans against the counter to help the batter settle. Bake until a 
toothpick inserted into the middle comes out clean, 30 to 40 minutes.







▪ A list of ingredients that makes up what’s inside of 
software 

▪ Including libraries and modules, can be open source 
or proprietary, free or paid, and the data can be 
widely available or access-restricted.

▪ Additionally, tooling, environmental information, 
settings, versions, etc.

WHAT IS A SOFTWARE BILL OF MATERIALS?



Software Releases 

Version 1.1

<  />

SOFTWARE BILL OF MATERIAL

Version 1.2

<  />
Version 1.3

<  />
Version 1.4



Each component of the cake is different 

Each one has different ingredients

Each one was made different

Each component could be made by someone else 

Together is it is delicious

There might be different delivery locations 

It might have a different purpose depending on location  

WHAT ABOUT A CAKE WITH LOTS OF LAYERS?



WEB SERVICES LAYER CAKE 

Frosting (Helm)

Layer Cake 1 (Docker)

Cake Base (Docker)

Layer Cake 0 (Docker)

Layer Cake 2 (Docker)

Each layer is a separate component that makes a whole web services 



OS

RUN TIME

APP
Software Bill 
Of Material



<  />



▪ For those who produce software, SBOMs are used to assist in the building 
and maintenance of their software, including upstream components.

▪ For those who choose or purchase software, SBOMs are used to inform 
pre-purchase assurance, negotiate discounts, or plan implementation 
strategies.

▪ For those who operate software, SBOMs are used to inform vulnerability 
management and asset management, to manage licensing and compliance, 
and to quickly identify software or component dependencies and supply 
chain risks.

WHO USE SBOM AND FOR WHAT?



▪ Identifying, mitigate, and avoiding known vulnerabilities(including patching 
and compensating controls for new vulnerabilities)

▪ Quantifying and managing licenses

▪ Identifying both security and license compliance requirements

▪ Enabling quantification of the risks inherent in a software package 

▪ Comprehensive information on what environment and what setting were 
used 

▪ Lower operating costs due to improved efficiencies and reduced unplanned 
and unscheduled work.

WHAT ARE THE BENEFITS OF SBOM? 



SPDX
▪ Created back in 2011 as a license 

management tool

▪ Primarily designed as a way to 
manage open-source software 
licenses and share information 
about the packages.

▪ Format more useful for software 
development purposes

CycloneDX
▪ Newer format 

▪ Allows users to create SBOMs 
(Software Bill of Materials) that 
provide detailed information about 
Software Components.

▪ More efficient vulnerability 
management tool as it details all 
the standard components of a 
software product.

SPDX (SOFTWARE PACKAGE DATA EXCHANGE)  VS CYCLONEDX 



▪ Supplier Name

▪ Component Name

▪ Version of the Component.

▪ Other Unique Identifiers.

▪ Dependency Relationship.

▪ Author of SBOM Data.

▪ Timestamp.

REQUIRED FIELDS FOR SBOM



▪ Won’t SBOMs be a “roadmap to the attacker”?

▪ Does an SBOM require source code disclosure?

▪ Does a list of the software components I include 
expose my intellectual property?

SBOM MISCONCEPTIONS



DEMO
Oh yeah.. It’s time



THANK YOU


